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Objective

The objective of this policy is to set a standard of guidelines that Kendo na hÈireann and its members can use to fully comply with the Data Protection Act (Amended) 2003, the ePrivacy Regulations 2003 and SI 526 of 2008. More information is available on www.dataprotection.ie 
Specifically the 8 rules of the “act” state that you should:
   1. Obtain and process the information fairly       

   2. Keep it only for one or more specified and lawful purposes 
   3. Process it only in ways compatible with the purposes for which it was given to you initially       

   4. Keep it safe and secure       

   5. Keep it accurate and up-to-date       

   6. Ensure that it is adequate, relevant and not excessive       

   7. Retain it no longer than is necessary for the specified purpose or purposes       

   8. Give a copy of his/her personal data to any individual, on request. 
Scope 

This policy applies to every data controller (from here on called the “controller”); that is anyone who collects data, manages data or distributes data.
Compliance with rules

Rule 1: Fair obtaining
a) At the time that data is collected about individuals, there must be no doubt what that information will be used for. Whenever the controller collects information about an individual that individual must record their acceptance of what the controller will use the data for. 
b) Members must be made aware of any disclosures of their data to third parties. 

c) If we need to use people’s information for a secondary or subsequent reason than they have initially accepted we will inform them in advance. 

d) Kendo na hÈireann must be able to describe our data-collection practices as open, transparent and up-front.
Rule 2: Purpose Specification
a) Not only must we explain what we will do with the information we obtain, we must clearly and concisely explain the reasoning “why” it is necessary to obtain and retain this information.
b) The individuals on our database must also be clear about the purpose of our information storage, ideally when they offer their information.
c) The Secretary will be responsible for maintaining a list of all data sets and the associated attributes with each (see appendix for example template).
Rule 3: Use and Disclosure of information
a) For each data set obtained by the controller (and by default KnhÈ) there must be a set of rules attached that state(see appendix for example template): 

a. Who will collect this information?

b. Where will it be stored?

c. Who will be responsible for this information?

d. Who will use this information?

e. What purpose is this information stored for?

f. Who will destroy this information?
b) The controllers and individuals, on whom the information is obtained, should be aware of these rules.
Rule 4: Security

KnhÈ must balance its security needs with the needs for personal privacy of the people it holds information on. KnhÈ will review its data protection policy and stay up to date with technological developments. When considering such security actions to take, to safe guard data, KnhÈ must consider fully the nature of the data obtained, the impact of breaches and the cost associated with safeguarding this data, with particular adherence to the standards outline in ISO 27001. 
a) Each Data set should have a list of associated security provisions in place for the safeguarding of its data. This should be attached as an appendix. 
b) The Vice President will be responsible for the annual review of security provisions for all data sets and for the review of this document. The Vice President will also review the sensitivity of the information and the security measures in place.
c) The computers used will be password protected and encrypted, again each data set will be password protected and encrypted.
d) We will not keep paper copies of documents, if we have paper copies of documents they will be kept in a locked filing cabinet.
e) All computers, servers, files and related documents will be stored in a locked facility. This information should be included in the appendix.
Rule 5: Adequate, relevant and not excessive

a) KnhÈ will collect all the information we need to serve our purpose effectively, and to deal with individuals in a fair and comprehensive manner.

b) KnhÈ will check to make sure that all the information we collect is relevant, and not excessive, for our specified purpose.

c) KnhÈ should be able to justify every piece of information we hold. Where relevant this will be documented on each specific guideline for each data set and attached in the appendix.

Rule 6: Accurate and up to date

a) Information will be checked at regular intervals for accuracy. This may be different for each data set and it will be stated on the data set guideline. 

b) If the information has not been updated within 18 months it will be removed.

Rule7: Retention Time

a) A clear statement on how long information will be retained must be displayed when the individual gives the information. 
b) We will retain information in a data set for a prescribed time. If requested from an individual we will immediately remove their information.
Rule8: The right of access
a) The Secretary will be responsible for co-ordinating access requests.
b) Access requests may come from any individual on which we keep information. This request must be in writing.
c) KnhÈ must be able to give:

a. A copy of the data

b. A description of the purpose for which it is held

c. A description of those to which the data may be disclosed (including but not limited to controllers and third parties)

d. The source of the data.
d) Do these procedures guarantee compliance with the Act's requirements?
Training and Education

It is the responsibility of each member of KnhÈ to become familiar with this policy and the implications under the regulation specified in the objective of this document. 

It is the responsibility of each member of Dojo Leader to become familiar with this policy and the implications under the regulation specified in the objective of this document, specifically when obtaining data on behalf of KnhÈ.

If further training or education is required the Vice President should organise such on receipt of a written request. The written request should include areas of focus and reasons why further training or education is required.  

Coordination and Compliance

The Vice President will be responsible for managing and reviewing, annually, this document for compliance purposes explained in the objective.
The Secretary will be responsible for the storage of data in all locations and for ensuring compliance to those guidelines explained in the objective and throughout this document.

Appendix 1 - Data set attribute template and risk assessment
Details:
	Title: 
	Membership Data

	Purpose:
	To keep information on members and their membership

	Controller:
	Secretary (Danny Lennon)

	Location Information stored: 
	3 Ferndale Road, Glasnevin, Dublin 11

	Who will use this information:
	The secretary of KnhÈ

	Sensitivity (high, medium, low):
	High

	Storage Format:
	Digital

	Is location networked?:
	Yes

	Information renewed /  updated:
	Every 12 months for membership renewals

	Retention:
	5 years from expiration of membership

	Reviewed by:
	Robin Deegan 

	Validated by:
	Danny Lennon

	Date:
	10-01-2009


Risk Assessment:
Asset Identifier

	A1
	Computer

	A2
	Excel File (information is stored) etc

	A3
	Printer where information is printed

	A4
	Description of any asset (file or equipment) where the information is stored or processed.

	
	

	
	

	
	

	
	

	
	

	
	


Threat Identifier

	T1
	A1
	Asset compromised

	T2
	A1
	Destruction of Asset

	T3
	A1
	Asset theft

	T4
	A3
	Wireless information intercepted (Wireless printer)

	T5
	A2
	Identify threats and give a brief description

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Vulnerability identifier
	V1
	T2
	A1
	Someone could break into the house and steal the computer

	V2
	T4
	A3
	Someone could intercept all data being printed

	V3
	T3
	A2
	Identify vulnerabilities based on specific threats and assets

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Impact of Vulnerabilities

	Vulnerability
	Likelihood 
(low-1, medium – 3, high – 5)
	Impact 
(low-1, medium – 3, high – 5)
	Severity 
(Impact X Likelihood)

	V1
	2
	5
	10

	V2
	1
	3
	3

	V3
	Identify the severity of the vulnerability and tackle them in descending order

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Control Decisions and treatments (removal, avoidance, transfer, control, accept).

	Vulnerability
	Action
	Description
	Threats
	Assets

	V1
	Transfer
	House is alarmed
	T3
	A1, A2

	V2
	Controlled
	Implement a Firewall
	T1, T2
	A1, A2, A3

	V3
	List reasonable actions taken to safeguard assets and minimise severe vulnerabilities.
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